Patron privacy: a luxury concern for marginalized internet users by Dosono, Bryan
Patron Privacy: A Luxury Concern for Marginalized Internet Users  
Bryan Dosono1  
1Syracuse University  
 
Abstract 
Marginalized communities rely on community anchor institutions like public libraries as their primary 
location for connecting to the Internet. Using the Onondaga County Public Library (OCPL) system in 
Upstate New York as the site of study, I aim to understand the privacy protecting behaviors of 
marginalized groups from the perspective of library managers, rather than from the perspective of 
marginalized group members themselves. Based on a mixed-methods approach of collecting interview 
and survey data from OCPL librarians, my findings suggest that (1) privacy standards remain consistent 
across all OCPL branches, (2) offline privacy is not given as much attention as online privacy in library 
spaces, and (3) there is a general lack of concern for privacy among marginalized patrons. This research 
contributes to the broad goal of assessing technology policies designed to improve information access for 
underserved populations in America. 
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1 Introduction 
The digital divide refers to the separation between those who have access to information and 
communications technology (ICT) and those who do not (Dewan & Riggins, 2005). Marginalized and 
underserved communities rely on community anchor institutions like public libraries as their primary 
location for connecting to the Internet. Different from average users, these public Internet adopters 
typically hail from poorer communities and communities of color. As reported by the Pew Research 
Center, lower income Internet users more frequently contend with privacy problems like identity theft and 
experience other harmful consequences related to information sharing (Rainie et al., 2013). From the 
perspective of library branch managers, this research aims to understand how marginalized groups 
protect their online privacy in public spaces. 
2 Background 
2.1 Digital inclusion 
Digital inclusion programs and policies propose to improve health; community and civic life; and economic 
prosperity for people of underserved communities. Groups that experience barriers to ICT include low-
income families, residents of rural communities, seniors, disabled citizens, at-risk youth, immigrants, 
refugees, and people of color. In contrast to early scholarship on digital inequality that viewed 
technological connectivity as the most important factor for determining access, today’s scholars look at 
the interplay of social, economic and political factors in shaping one’s ability to access the Internet 
(Dimaggio et al., 2001; Warschauer, 2002; Mehra et al., 2004; Mossberger, Tolbert & Neal, 2008). This 
scholarship acknowledges the need for those on the less fortunate side of the digital divide to define how 
the Internet can be meaningful to their lives and meet their basic needs (Dailey et al., 2010). Recent 
digital inclusion discourse examines how surveillance by corporate and state parties adds to the notion of 
a less equal society (Gangadharan, 2015). 
 While existing research on the digital divide reports the absence or presence, closing or widening 
of gaps in ICT access and usage (Mason & Hacker, 2003), a significant part of the literature overlooks the 
dangers of participating online in the context of public spaces. Past research has demonstrated that 
certain marginalized groups who may be in possession of ICTs still use public library resources due to the 
stigmatized nature of their information needs. For example, Hamer’s 2003 study of the use of ICTs by 
young gay males in public libraries underpinned how LGBT-identifying patrons grapple with fear and the 
concealment of their information seeking activities. These findings corroborate Chatman's (1996) theory 
of information poverty, which addresses how marginalized groups selectively disclose information about 
their stigmatized identities to those outside of their perceived community. However, little research exists 
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on the various safeguards public libraries use to protect the online privacy of their patrons, especially 
libraries that serve a noticeable number of patrons from marginalized groups. Such measures include 
masking Internet activity through virtual private networks, cleaning browser caches after each individual 
session, and deploying physical screen filters for desktop monitors.  
 Only a handful of applied and government research projects, qualitative studies, and historical 
writings address members of chronically underserved communities. Non-academic research tends to 
focus on the interaction between barriers to adopting broadband and concerns about safety and security. 
A national study organized by the Social Science Research Council (Dailey et al., 2010) flagged privacy 
as a concern among members of low-income communities who use public computer centers versus those 
who access technology in their own home. The empirical evidence from Dailey derives from a small 
number of focus group statements, especially complaints about the lack of physical privacy at libraries 
and computer centers.  
2.2 Research question 
What types of security strategies are librarians currently employing to assist marginal Internet users in 
meeting their information needs? I define marginalized Internet users as underserved patrons who 
depend on public computing resources as their primary source for accessing an online connection.  
3 Methods 
3.1 Data collection 
This work seeks to understand information sharing contexts that Internet users of public libraries consider 
sensitive, with those contexts identified in privacy scholarship or by privacy regulation. The Onondaga 
County Public Library (OCPL) system, located in Upstate New York, is the site of research (refer to Figure 
1 for a map of the OCPL system). The OCPL system categorizes its libraries into one of two types based 
on specific developed environments: city and suburban. The librarian of each OCPL branch is the unit of 
analysis.  
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Figure 1. Map 
of the OCPL System 
 Using a 
mixed-methods 
approach, the data collection process involves two distinct phases. The first phase gathers qualitative 
data from interviews with OCPL librarians who frequently serve patrons from marginalized backgrounds. 
The second phase collects quantitative data via electronic surveys on Qualtrics. An electronic survey is 
then sent to the managing librarian of all 31 public libraries in OCPL to complete.  
 For the first phase of the data collection process, I conducted semi-structured interviews with the 
branch manager of select OCPL branches that serve to gain buy-in and insight into the OCPL’s privacy 
norms. Over the span of two weeks, I contacted all OCPL branch managers via email and arranged face-
to-face meetings at their respective branch locations. Beauchamp Branch Library illustrated one such 
location that marginalized Internet users visit. These Internet users are patrons that experience barriers to 
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ICT; such groups include those from low-income families, residents of rural communities, seniors, 
disabled citizens, at-risk youth, immigrants, refugees, and people of color. As noted on its website, the 
branch “owns a wealth of materials by and about African Americans” (Onondaga County Public Library, 
2015).  
 From April to May 2014, I conducted a total of five interviews with OCPL branch managers. All 
interview responses with branch managers were recorded, transcribed, and coded to transform raw data 
into a standardized format for inductive content analysis (Mayring, 2000). From these discussions, I 
conducted a site observation and documented the various types of technology and privacy safeguards 
available for users at specific OCPL branches.  
 The second phase of the data collection process drew quantitative data from the complete pool of 
OCPL branch managers. Based off of the interview responses collected from phase one, I designed a 
survey consisting of close-ended questions inquiring branch managers’ budgetary priorities, privacy 
policies, and interactions with marginalized groups. Data between survey respondents from OCPL city 
branches were analyzed through descriptive statistical techniques. This second phase of data collection 
ran for approximately two weeks after the interviews with branch managers. 
 
 By focusing on in-depth, granular, and aggregate data, this research aimed for a robust, 
synergistic approach to the study of privacy among marginalized communities, thereby working around 
some known limitations of online privacy research (Viseu et al., 2004). 
3.2 Ethical considerations 
Prior to each interview and survey, librarians were prompted with a privacy disclaimer so that they 
understood their rights as a participant in the research study. Given the nature of their job, all interviewed 
librarians were comfortable disclosing their opinions and professional insight to all questions asked of 
them. They also consented to having their real names referenced in this study. Whenever one works with 
email or the Internet, there is always the risk of compromising privacy, confidentiality, and anonymity 
(McKee & Porter, 2009). 
 This study drew on the experiences and knowledge of librarians of public libraries to understand 
their thoughts and practices around privacy protections of marginalized groups who use the libraries. The 
research questions solicited were unlikely to be uncomfortable to the librarians that are interviewed and 
surveyed, and the information they provide was unlikely to do no more than minimal harm to them.  
4 Emerging Findings and Discussion 
4.1 Interview results 
A total of five managing librarians of OCPL were interviewed within the span of two weeks for the first 
phase of the study. Responses were transcribed and coded for inductive content analysis to find 
emerging themes from the data. In studying the transcripts repeatedly, three reoccurring themes 
emerged:  
1. Privacy standards remain consistent across all OCPL branches.  
2. Offline privacy is not given as much attention as online privacy in library spaces. 
3. There is a general lack of concern for privacy among marginalized patrons. 
 
 Whether patrons need help filing for bankruptcy, searching for a job, or borrowing textbooks, 
librarians assist patrons with their information needs in a variety of ways. Across the board, however, 
OCPL libraries share common privacy standards that remain consistent in each branch in attempt to 
preserve the privacy of their patrons. Libraries are especially careful about the placement of their 
computers. They strategically angle computer monitors such that patrons experience a sense of privacy, 
but patrons are not so isolated that computer monitors are out of the line of sight for librarians—each 
branch hangs curved mirrors near ceiling corners so that all areas of the library are visible from the main 
desk of each branch. However, librarians tend to not watch over the shoulders of their patrons as they 
browse online. Per Jane Kalkbrenner, Central Branch Library Manager, “I don’t stand around and watch 
what they do because that’s part of their privacy. But if anyone comes in and he or she seeks help, I deal 
with that patron on a one-by-one basis and keep their private information confidential should they choose 
to divulge their passwords, home addresses, or anything else sensitive with me." 
 Librarians pay much more attention to online privacy than they do with offline privacy. All 
computers within OCPL are installed with EnvisionWare, a type of security software that automates 
computer session management, reports system diagnostics, and filters online content for young children. 
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As each patron signs on for their session, a copy of the OCPL’s Internet policy appears and must be 
agreed to before the patron can continue with the session. Each patron is given a set amount of computer 
time, and upon session expiration, the software clears the patron’s entire browsing history. The 
computers also time out after 10 minutes of inactivity. The filtering is requiring by the Children's Internet 
Protection Act in order for OCPL branches to remain eligible for government funding. On the other hand, 
when looking at offline privacy norms, the majority of OCPL libraries do not provide desk partitions or 
similar mechanisms to prevent shoulder surfing from nearby patrons. Since libraries operate within a 
public setting, patrons are limited with what they can do to preserve the privacy of their offline 
surroundings. 
 Based on their interactions with marginalized patrons within the library, managing librarians also 
noted how some patrons simply ignore or dismiss basic privacy protocols. Renate Dunsmore, White 
Branch Library Manager, observed how patrons leave their credit, debit, and even social security cards in 
plain sight next to other active computer users when entering their sensitive information online. Dunsmore 
explained: "Sometimes people think because they’re poor that their identity is not vulnerable. They think 
they’re not an easy target because they don’t have something worth stealing." Dawn Marmor, 
Beauchamp Branch Library Manager, also finds that there seems to be a general lack of concern for 
preserving personal privacy among marginalized patrons. "When you’re worried that you’re getting 
evicted tomorrow, privacy isn’t your biggest issue. Privacy is a luxury concern for [marginalized patrons]," 
states Marmor. 
4.2 Survey results 
The face-to-face interviews largely influenced the design of the electronic surveys, which aimed to garner 
a holistic view of the OCPL landscape through aggregate measures. Responses were collected from all 
nine of the city branches of OCPL within a week. However, not all 22 of the remaining suburban branches 
were received at the time of data analysis. To clarify, city branches are located within approximately five 
miles of Downtown Syracuse while suburban branches involve all other branches within Onondaga 
County located outside the five-mile radius. This paper presents an analysis of all nine city branch survey 
responses. 
 
 
 
 
 
 
 
 
 
Figure 2. World Cloud of Privacy Safeguards 
 When asked about the types of privacy measures, safeguards, and strategies that OCPL city 
branches implement for their patrons, browser cache clearing, Internet proxy disclaimers (messages that 
prompt the user about the library’s online privacy and usage policies), and paper shredders remain the 
most popular of responses. A complete list of submitted safeguards is visualized as a word cloud in 
Figure 2, with the largest words representing the highest frequency of responses and the smallest words 
representing the lowest frequency of responses.  
 The majority of city branches within OCPL serve around 1,500-1,999 patrons on a weekly basis. 
Only one branch, the Central Branch, serves over 2,000 patrons while another, Petit Branch, serves 0-
499 patrons per week. The distribution of patrons from marginalized groups spreads roughly even across 
city branches within OCPL: two libraries serve very low numbers of marginalized patrons ranging from 0-
19% of their total weekly visitors; two libraries serve a moderately low range of 20-39%; one library 
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serves in the middle range of 40-59%; two libraries serve a moderately high range of 60-79%; and two 
libraries serve very high numbers of marginalized patrons ranging from 80-100% of their total weekly 
visitors.  
 The survey asked managing librarians to assess their library’s performance on a scale of one to 
ten, with one as weakest and ten as strongest. A variety of topics was evaluated, including: adequacy of 
privacy training for library staff; digital literacy programs for marginalized groups; implementation of a 
local privacy policy; and internal auditing of computer security software. Figure 3 graphs the average of 
the managing librarian’s ratings. This insight lends a numerical depiction of OCPL’s strengths and 
weaknesses on certain aspects of patron privacy. Results of the attitudes among managing librarians 
rank digital literacy programming and internal software auditing higher than their means for providing 
adequate privacy training their staff and implementing privacy policies. 
 
Figure 3. Chart of Self-Reported Attitudes of Privacy from OCPL Branch Managers 
4.3 Social implications 
The findings suggest that managing librarians within OCPL must prioritize their attention to providing 
professional development in privacy training for their staff and implementing proper privacy policies in 
their branches. This lack of educational practice and administrative oversight bears negative implications 
for marginalized patrons if left unresolved.  
 OCPL branch managers qualify marginalized patrons to be holders of the New York State Benefit 
Card, which determines eligibility for Medicaid, cash assistance, food stamps, and other welfare programs 
for families and individuals in poverty. As concerns for personal privacy and security in digital contexts 
increase, these patrons cannot afford to have their online identity stolen or fall prey to Internet phishing 
schemes. Yet, marginalized patrons are the most susceptible group to such harms. Libraries should lead 
the charge in providing resources to protect their patrons’ privacy. 
 Understandably, managing librarians are stretched for financial resources to address all areas of 
improvement at once. However, with these data, librarians within OCPL are better informed to negotiate 
and allocate future budgetary spending towards privacy-preserving practices.  
5 Conclusion 
Access to information and communication technologies improves quality of life and provides the 
opportunity for people in marginalized communities to civically engage in the world around them. Without 
access to global information and services, marginalized communities will continue to experience 
economic and social attrition when connectivity with a wider world remains absent. Within the Onondaga 
County Public Library, standards of privacy remain consistent across all OCPL branches, offline privacy is 
not given as much attention as online privacy in library spaces, and there is a general lack of concern for 
privacy among marginalized patrons. Managing librarians within OCPL must prioritize their attention to 
providing professional development in privacy training for their staff and implementing proper oversight for 
the privacy policies in their branches. 
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